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We are passionate about sharing our knowledge and
experience with you our clients.

For your data security and privacy strategy and
program to be successful, we recommend that a data
security and privacy culture is nurtured through-out
your organisation.

Your colleagues are your biggest asset in your
perpetual endeavour to prevent data and information
loss, but are also your biggest risk.

Human error unfortunately causes the vast majority
of data breaches, and therefore it is essential that you
provide your colleagues with suitable training on data
security and privacy.

The following data security and privacy frameworks
require that you and your colleagues receive data
security or privacy training ‘on-hire’ and refresh
training at least annually there-after:

= |SO27001:2022

= NIST

=  PCIDSSv4.0

= Cyber Essentials and Plus

= GDPR (UK Data Protection Act 2018)
= |ASME Cyber Assurance

= SOC2

We can help you in numerous ways to provide
education, training and awareness to you and your
colleagues, utilising some ready-made solutions as
well as customised approaches to meet precise
organisation’s precise needs.

We also work with a number of associate providers of
bespoke data security and privacy education and
training solutions, so we can confidently say we have
all options covered.

Training and Awareness Framework - We typically
start by defining a security and privacy training and
awareness framework.

Education

Empowering your colleagues to be your
strongest asset in your perpetual endeavour to
prevent data and information loss.
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Alongside your data security and privacy policies, this
framework defines the content, approach and
frequency for your data security and privacy training.

Techniques we can support you with include:

= Coaching and mentoring

= |n-house Training

= External Training

=  Toolkit development

= Distance learning and webinars

= Authoring of white papers and articles
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All our education, training and awareness can be
delivered face to face or remotely.

| look forward to talking through the details of our
education services with you as soon as we can,
including the following areas of expertise:

= Education, Training and Awareness
= Incident and Breach Management
= Policy and Operating Standards

= Associate Services

| look forward to working with you very soon to
improve your data risk management and information
security governance and compliance programs.
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